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The United States currently faces unprecedented threats to its security both at home and
abroad. In confronting these threats, we mug be able to exploit the full advantage we
derive from our econonic strength and technological prowess. To tha end, the U.S.
export control system must be modeanized so tha it is better able to respondquickly and
effectively to evolving security threats, and promote our nation® continued econorric and
technological leadership. The Codition for Security and Competitiveness, representing
multiple indudry and trade assodations is committed to working with the Executive
Branch and Congressin a coopeative spirit to accomplish these important gods.

To modeanize the system and make it more efficient, predictable and trangarent, the
Codition has developal the following eight recommendaions on export controls for
dud-useitems:

* Create alicense exception for thetrander of controlled items within companies

* Cetify foreign endusers with strong compliance programs for favorable
treatment

* Enhance procedural trangpaency in the licenang process to hdp companies
comply

* Enhance the Commerce Depatment@ role in the Gommodity jurisdictionO
process for determining whether or not dud-use produds should be treated as
defense produds and subject to State Department licenang

* Streamlinethe current complex controls on produds with encryption features

e Ensure timely updaes of the Commerce Control List (CCL) to reflect market
availability

e Expand factors used to determine Goreign availabilityOof controlled items

* Revise the Oe-exportOcontrolsto level theplayingfield for U.S. companies vis-"-
vis foreign compditors.

A more detailed description of the Codition® conaerns and proposis for action is
provided in the attached recommenddaions Additiond recommendaionsfor modenizing
export controls on Munitions List items, as well as other information on the Codition,
can befoundon www.securityandampeitiveness.org.




RECOMMENDATIONS FOR MODERNIZING
EXPORT CONTROLS ON DUAL-USE ITEMS

PROPOSAL: Create a license exception for intra-company transfers

U.S. companies exporting dud-use goodsor technology to ther foreign affiliates are still
subject to U.S. export controls and may berequired to obtain individud expott licenses.
Licensing requirements can also apply to Qleemed exportsOto company employees in the
United States (i.e., the release of controlled technology to a foreign naiond within the
U.S.). Theregulationsdo not take into account the fact tha many U.S. companies have
company-wide policies on export compliance that apply to ther foreign facilities and
employees and serve to protect nationd security. U.S. companies have ther own
incentives to maintain strong controls to protect ther intellectud propety. Theinternd
company policies produe two tangible, complementary benefits: 1) increased security
controlling the release of proprietary technology and information; and 2) increased
compliance with U.S. export control regulations

Even thoughlicense applicationsare still required, there is a high rate of export license
approvds for trangers of produds and technology to foreign affiliates and for Qleemed
exportsO in the United StatesN an implicit acknowledgement tha U.S. companies
maintain effective controls over foreign naiondsO access to sendtive goods and
technology. However, the long ddays and additiond cods assodated with obtaining
export authorizations for intra-company tranders put U.S. companies a a compditive
disadvantage vis-"-vis thar foreign competitors. High-technology companies, many of
which make important contributions to U.S. defense and indudrial leadership, have
identified this issue as oneof the mog important for improving dud-use export controls.

The Bureau of Indugry and Security (BIS) has previoudy recognized tha intra-company
transfers should receive specia treatment in the development of enaryption produds.
Moreove, the proposed Validaed End-User program for China and India suggests that
such a program could beimplemented. A new intra-company export authorization would
not only improve the internationd competitiveness of U.S. companies, but it would also
allow BIS to concentrate more resources on exports tha may pos greater risks to U.S.
nationd security.

Recommended Modenization

To stay compdtitive in today® marketplace and ensure a hedthy industrial base for
nationd security purposs, globdly integrated companies should have the ability to
trander goods technology and skilled personnel beween thar U.S. and overseas
facilitiesin atimely manna. We therefore recommend thefollowing:

* Commerce should create a license exception for intra-company tranders, induding
Qleemed exportsQ for companies tha have strong compliance programs. This
approach would streamline the export authorization process, reduce the licenang
burden on U.S. exporters and enhance internationd compeitiveness without
compromising U.S. naiond security conarns The license exception would not



apply to dud-use items tha require licenses by current legidation.

* To enaure tha the new program is effective in meeting security and busness needs
the scope and procedures should be developed through an open govenment and
indudry conaultative process. Key areas to be addressed indude company-wide
compliance standads ben€fits of participaion, scope of pemissble tranders;
reporting; and enforcement mechanisms.

PROPOSAL : Certify foreign end-users with strong compliance programs

At present, the Export Administration Regulations (EAR) do not provide expedited
treatment for foreign end-users with strong track records of compliance. The current
process could be made more efficient for both the Commerce Depatment and U.S.
exporters if export authorization procedures distinguished among foreign end-users.
Foreign end-users who meet certain criteria established by BIS (i.e., Vaidaed End
Users/VEU) could receive more favorable treatment, induding the possbility of
obtaining controlled produds and technology through more efficient means A
certification program would allow more time and resources to be devoted to monitoring
and reviewing high-risk and complex transactions It would also encourage foreign end-
users to strengthen their compliance programs. A VEU program has aready been
proposd for China and India. This concgpt should be expanded to allow validaion
globdly of end-users tha meet the specified criteria

Recommended Modenization

Commerce should implement a VEU program to expedite authorizations for reputable
foreign companies with a proven record of compliance. The VEU program should be
improved by induding thefollowing elements:

* Eligibility for valideted end-users to receive produds/technology (induding Qleemed
exportsQ assodated with any igible Export Control Classification Number (ECCN)

* Clear, achievable criteriafor validaing an end-user
* Specified timeframes for reviewing and approving VEU applications

» Guarantee that the denia of an end-user@ VEU application would notbe hdd againg
theend-user during reviews of future license applications

* Clear requirements for compliance programs for validated end-users

PROPOSAL : Enhance procedural transparency in the licensing process

Improving the availability of information to U.S. exporters would promote greater
efficiency in both the pre-licenang stage and licenang process. Limits on procedural
trangparency are a particular problem, notably with regard to prohibited end-users and
intermediaries. Althoughthe Bureau of Indudry and Security (BIS) webste provides



detailed information on some aspects of the export licenang process, issues relating to
commodity classification, technology tranders and general licenang need to be more
fully addressed. Some of these questionsmight be answered throughgreater availability
of BIS advisory opinionson specific cases. Improving information on Qienied partiesO
would aso hdp U.S. exporters to comply with requirements and reduae unnecessary
compliance cogs and uncertainty.

Recommended Modenization
To enhance procedural trangpaency and provide greater information on end-users, the
Commerce Depatment should:

* Publicize advisory opinions(with the consent of the companiesinvolved)

* Provide on the BIS webdte more detailed answvers to frequently asked questions
(FAQs) on commodity classfication, technology tranders and genera licensang
issues relevant to current export licenang cases

e Assist companiesin identifying Qienied partiesOby:

I Publishing, in appropriate cases, the results of adverse licensing decisions and
identifying the parties of concern
Publishing a denied party@ name in both the native languaye and English
Ensuring accurate and up-to-date information on Qienied partiesO
Improving website search engines used to identify Qlenied partiesO
Conslidaing this information, to the maximum extent posible, in a single
location and allowing accessibility to promote duediligence

PROPOSAL : Enhance the Commerce Department(@® role in the commodity
jurisdiction process

Commodity jurisdiction (CJ) determinaions which are unde the purview of the State
Department, affect many dud-use exports. Export requirements and restrictionsbecome
more stringent when a dud-use item isre-classified by the State Department as a defense
article subject to the Internaiond Traffic in Arms Regulations(ITAR). The presence of
ITAR-controlled items in a larger commercial system subjects the entire system to stringent
U.S. Munitions List (USML) controls. Dual-use use items may be re-classified as ITAR-
controlled items even if they are the performance equivalent of commercial items and do not
have significant military or intelligence applicability.

Although the President ddegates CJ authority to the State Depatment, the potentia
impact on dud-use items makes it critically important for the Commerce Department to
be fully engaged in the inter-agency process for making these deerminaions The
Commerce Depatment can and should provide important information on the commercid
applications of dud-use technology, which can predomnae. The Depatment can also
hdp clarify whether other counties are controlling the same technology and how thar
application of controls might differ from that of the United States. According to existing
regulations these factors are relevant in the CJ process. It is appropriate, then, for the
Commerce Depatment to have an enhanced role in the CJ process and U.S. efforts to



strengthen harmonization of controls with our internationd regime partnes.

Recommended Modenization
+ Affirm the Commerce Department@ role in the Commodity Jurisdiction process by:
! Designaing the Commerce Depatment as the lead agency for andyzing
Qoredominant civil applicationgdand Gommercial equivalencyOof an item
I Edtablishing a process by which the Commerce Depatment can work with
indudry to develop the factud record regarding the predomnance of civil
applicationsand foreign availability of thedud-use item

* Suppot restoration of the practice of publishing CJ determinaions (with appropriate
sengtivity to protection of proprietary information) for use by indugry as guidance

*  Seek to enaure tha the Commerce Depatment and Defense Department have full
trangparency into the State Department CJ process

* Work with paticipants in the Wassenaar Arrangement and other internaiond
regimes to harmonize approachesto classification and control of dud-use items

* Establish an interagency appedls process for decisions on critical jurisdiction and
licendng applications

* Suppot the recommendaions on the CJ determinaion process contained in the
Codition@proposis for déense trade modernization

PROPOSAL : Streamline encryption export controls

Enayption technology controls create compliance burdensfor exporters. The encryption
regulations are overly complicated and difficult for U.S. exporters to undestand and
comply with them. Excessive reporting requirements and lack of trangarency in the
process add to the compliance burdens

Unde BIS procedures, there is a cumbersome requirement to register before export every
new software produd tha peforms daa encryption. Mog software produds rely on a
limited number of enayption packages. Yet exporters have to repeat the registration
process with the Bureau of Indudry and Security (BIS) and the Nationd Security Agency
for amog every new produd even if theencryption package was previousy approved by
thegovenment.

While incremental rule changes have occurred in recent years for the treatment of
encryption produds, the fundanental registration process continues to require detailed
submissionsfor maingream commercia produds which use similar encryption packages
tha the govanment has previoudy reviewed. Requirements still apply to open source
encayptionthat is publicly available on the Internet. This availability makes it difficult to
judify the need for requesting such detailed information to register a produd. From the
perspective of U.S. exporters, theregistration requirement is an inefficient use of both



Indugry and gove'nment resources.

Recommended Modenization
Encayptionrules should be simplified to hdp indugry comply with theregulationsand
reduce administrative cods. Specifically BIS should:

* Condud afundanenta review of policy in this area to determine whether the control
systemsin place are alignad with policy gods. Specificaly, thereview should address
whether commercia and open source (i.e., publicly available) encryption still needs
to becontrolled in the current manne

* Streamline encryption reviews, crypto-aware notfications and license applications
requirements so tha indugry can reference previoudy reported information without
re-applying for approvd. Thiswould alow the government to focuslimited resources
onenayptionitems of highe-level concern

* Streamline enayption exceptions to reduce the burden of complying with the
different provisons on market availability. For example, we recommend the
eliminaion of reporting of License Exception ENC unrestricted software, which is
currently required, and hamonization on treatment of software tha is widdy
available

* Review al enayption regulationsto make them more clear and conase so tha the
actud regulationitself isnotoverly burdensome

PROPOSAL : Updat the Commerce Control List (CCL)

The CCL cove's a broad range of produds and technologies, many of which are no
longe sendtive. While minor changes have been made to conform the CCL with
revisons in the internaiond regime control lists, the Commerce Department has not
conduced a comprehensve review of the entire CCL for over ten years. Rapid advances
in technology and the growing sophistication of indugry in both developed and emerging
economes have now rendered controls on many items oblete.

In the absence of compdling foreign policy concerns maintaining controls on items tha
are available in the globd marketplace provides little ben€fit to U.S. naiond security and
diverts resources needed to ensure export compliance on sengtive items. Such a practice
also puts U.S. exporters at a compeitive disadvantage vis-"-vis foreign counterparts who
can export items without the same restrictions This results in the loss of paentia
busness oppotunities and also contributes to the Qlesign outOof U.S. items in produds
made by foreign companies. Greater hamonization of export controls and ther
implementation will enable U.S.-based companies to compete on a more equd footing
with foreign companies (notably European and Japanese) in an inareasingly compdtitive
globd marketplace.

Recommended Modanization



BIS should establish a systematic process for reviewing the entire CCL on a timelier
basis and:

* Reinvigorate the process for determining whether items are available from foreign
sources by establishing clear deadlines and criteria for decisonsto adjus or remove
controls on such items onthe CCL

* Expand the role for nongovanment advisers (e.g., the Technical Advisory
Committees) to assess changes in controlled technologies and ther availability in the
globd marketplace

* Updae CCL produd descriptionsto reflect theintent of the multilateral controls and
to eliminae overly broad (xccident of definitionOcoverage tha captures non-critical
itemsthat are nat controlled by other countries

* Use the new Office of Technology Evaluaion to improve CCL reviews and foreign
availability assessments

* Initiate athoroughand periodic review of the effectiveness of unilateral controls

* Better coordinae and harmonize high-level technology controls on produds and
technologies covered by the multilateral regimes, paticularly with respect to
differences between the United States and European Union members

PROPOSAL : Expand factors used to determine Goreign avail ability®

The current process for determining Goreign avail abilityOputs U.S.-made produds at a
compditive disadvantage vis-"-vis foreign-made produds. In making determinaions the
Commerce Department does not consde availability from counties tha paticipae in
the multilateral regimes. This approach to Goreign availabilityOassumes that all dual-use
items controlled by the United States are also controlled by our regime patners in the
same way. Thisisnotthecase. Even thoughthe CCL and internaiond lists are now very
similar, many items restricted by the United States are available in Wassenaar member
counties because of differences, for example, in licenang administration, compliance
and enforcement procedures, technical interpretation of the lists and application of re-
export rules.

Unde the previous CoCom regime (Coordinaing Committee for Multilateral Export
Controls) tha goveaned dud-use exports during the Cold War, the United States could
veto licenses and prevent its regime patne's from exporting dud-use items when there
were disagreements on what should be controlled. This is not possible in the current
multilateral regimes. As a result, items subject to U.S. controls are now more readily
available in other counties, induding members of the internationd regimes. This reality
needsto be acknowledged in the current Goreign availabilityOprocess.

Recommended Modanization



To make mog effective use of limited resources in controlling sengtive items, the
Commerce Department should:

* Recognize foreign availability of items from membe counties of the internaiond
export control regimes

* Stop controlling items where there is foreign availability or indigenousprodudionin
counties of concern unless there are reasonsto impos foreign policy controls (e.g.,
related to anti-terrorism, non-proliferation or missile technology control)

PROPOSAL : Revise re-export controls to level the playing field for U.S. companies

The United States is only one of a handful of countries tha impose re-export controls.
The U.S. govenment requires tha foreign purchasers of U.S.-controlled items apply for
an export license if they intend to re-export the produd to athird county, incorporate the
U.S. iteminto a produd to be exported to athird foreign party, or produe a produd from
U.S. technology for export to another destination.

These re-export controls impos a significant compliance burden on U.S. companies and
thar foreign busness patneas. U.S. companies are finding tha the complexity of there-
export restrictionsdiscourage foreign companies from purchasing U.S.-made produds. A
broader concern is tha the restrictions are causng foreign companies to Qlesign outO
U.S. components in favor of components from counties without stringent re-export
controls. Increasing foreign availability of many controlled items is exacerbating the
concern over Qlesign outdand putting U.S. companies at an even greater competitive
disadvantage

Recommended Modenization

The Commerce Department should adopt a more realistic approach to regulating the re-
export of contolled items tha recognizes the complexity of globd supply and
distributon chans and the difficulty of enforcing licenang requirements on foreign
companies. The Department would make more effective use of its limited resources and
ease the burden on U.S. companies if it smplified the requirements and relied more
heavily on enforcement by foreign counties tha participae in the multilateral export
control regimes. We recommend tha the Commerce Department engage indudry on
developing dternaive approaches to the current re-export controls. Our initia
recommendaionsare for the Department to:

* Create a license exception for the re-export of items tha are available from other
foreign sources, assuming there are noreasonsfor imposng foreign policy controls

* Create a new license exception or expand the license exceptionsfor re-exports from
foreign counties tha maintain high export contol standads or paticipae in the
multilateral export control regimes



